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Deep Learning Success since 2010

® 90's / 2000's: difficult to train large deep models on existing databases

Neural network Deep belief net
Back ti i R
ack propagation Science - Speech IMAGENE
l Nature -
1986 2006 2011 2012

® ILSVRC’12: the deep revolution
= outstandmg success of ConvNets [Krizhevsky et al., 2012]
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Bottleneck.
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Deep Learning everywhere since 2012

® Image classification, speech recognition
e chatbots, translation,

e Games, robotics
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Convolutional Neural Networks (ConvNets)

® ConvNets: sparse connectivity + shared weights

Example: 10001000 image
1M hidden units
Filter size: 10x10
100M parameters

RanzatoCVPR'L3.

® Local feature extraction (# FCN)

® Overcome parameter explosion for FCN on images

Example: 1000x1000 image
1M hidden units
) 10°12 parameters/ll

Input Image

25600 + 100 +2600 + 26 = 28326
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Deep Learning in Computer Vision

[Krizhevsky, 2012]

(s bbox
softmax regressor

b= [Kendall et al. SegNet, 2015]
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Recurrent Neural Networks (RNNs)

o RNN Cell: h; = ¢(x¢, he1) = £(Uxe + Whe_1 + by) [Elman, 1990]

> h;: network memory up to time t = Sequence processing

A hy hy E} h.1 h,
h —1_'_) d) N h ’ , ’ ’ ’
i ‘ f ] f
Xy Xl XZ Xt
Folded RNN Unfolded RNN

® Specific architectures for vanishing gradients:

LSTM [Hochreiter and Schmidhuber, 1997], GRU [Cho et al., 2014]
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Deep Learning for Sequence Processing

®* RNNs SOTA for many sequential decision making tasks: speech,
translation, text/music generation, times series, etc

® Ex: video forecasting, i.e. prediction future frames

T

T

Measure
Forecast 1, RMSE = 26.2 %
Forecast 2, RMSE = 27.7 %
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Robustness in Deep Learning

Deep Learning: huge gain in average performance, e.g. precision for classification

* Need for performance certification in safety-critical applications: robustness
> Healthcare, autonomous steering, nuclear, defense, etc
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Robustness in Deep Learning

Performance certification

® Formal understanding of deep learning:

> Understanding generalization performances with over-parameterized networks
> Optimization, landscape loss function

time to overfit

=—a Inception
o—s AlexNet
#— MLP 1x512

w
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o—o AlexNet
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(b) convergence slowdown
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(c) generalization error growth
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Robustness in Deep Learning

Performance certification

¢ Stability of the decision function, e.g. robustness to adversarial attacks

correct +distort ostrich correct +distort ostrich

[Evtimov et al., 2017]
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Robustness in Deep Learning

Performance certification

* Reliable confidence / uncertainly estimation of the decision process

> "Know when you do not know"
<T >T @
\— threshold, 7 -—/

uncertainty
o test (eg Opred; Hpred)

Y pred /
Probabilistic
Model
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Robustness in Deep Learning

* Reliable confidence / uncertainly estimation of the decision process

Performance certification

> Deep learning models overconfident, poor at this task [Guo et al., 2017]

% of Samples

Accuracy
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Robustness in Deep Learning

Performance certification

* Reliable confidence / uncertainly estimation of the decision process

> Crucial for deployment in healthcare / autonomous steering applications

@ Ck
. . risk-aware output predictive 0
input images Bayesian model distributions ! l‘ 'prefer to

hycisian

nicolas.thome@sorbonne-universite.fr Master MVA / Robustness in Deep Learning 10/ 38


mailto:nicolas.thome@sorbonne-universite.fr

Robustness in Deep Learning

This course: 3 weeks on robust deep learning
https://thome.isir.upmc.fr/classes/MVA/index.html

1. Bayesian models and uncertainty estimation
> Bayesian linear regression and extension to non-linear feature maps

2. Bayesian deep learning
> Approximation of inference and predictive distributions
> Monte Carlo dropout

3. Application of uncertainty: failure, OOD, active, etc
> Other robustness issues: stability, generalization

B =

PATTERN RECOGNITION fS

¢ References: }g

- E2| CHRISTOPHER M. BISHOP §

> Pattern Recognition and Machine 5

Learning [Bishop, 2006]

> Machine Learning: A Probabilistic

Perspective [Murphy, 2012]
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Uncertainty

Bayesian Models

Bayesian Linear Regression
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Type of uncertainties

Aleatoric uncertainty
® Aleator (lat.) = dice player
* Noise inherent in the observations, i.e. natural randomness.

*> Inherent stochasticity, e.g. class confusion

Dog

Rain drops™ Lack of visual Glare
features
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Type of uncertainties

Aleatoric uncertainty
® aleator (lat.) = dice player
* Noise inherent in the observations, /.e. natural randomness.
e Cannot be reduced (need to change input/sensor), but can be
estimated/learned

® Two (sub)-types of aleatoric uncertainty:

1. homoscedastic uncertainty: stays constant for different input values, limited,
captures 'average’ uncertainty
2. heteroscedastic uncertainty: depends on the input, learned from data
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Type of uncertainties

Epistemic uncertainty

® FEpisteme (gr.): knowledge = model uncertainty

® Lack of knowledge about the generating process y (class) — input (image)

2.
& "\W*, <
N AU
I S
)4 A
® Main feature: detects samples far from the training distribution
® Can be explained away given enough data
> Epistemic uncertainty | when number of data N (evidence) 1
> Epistemic uncertainty — 0 when N — o
nicolas.thome@sorbonne-universite.fr

=}
Master MVA / Robustness in Deep Learning

=


mailto:nicolas.thome@sorbonne-universite.fr

Uncertainty

Bayesian Models

Bayesian Linear Regression
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Bayesian Models

® Observed inputs X = {x,} -1 and outputs Y = {y,}, 1

» x; e RY, y; e R¥ (classification or regression)
> Model with parameters w: y; = £ (x;)

* Bayes rule: p(Y,w/X) = p(Y/X,w)p(w) = p(w/X,Y)p(Y/X)

= | p(w/X,Y) = YLD o (Y /X, w)p(w)

p(Y/X)
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Bayesian Models

® What we model: p(Y/X,w): likelihood and p(w): prior knowledge

* What we compute: p(w/X,Y) < p(Y/X,w)p(w) posterior

biases prior p(w) once data observed through likelihood p(Y/w,X)
How to estimate optimal w?

* Maximum Likelihood (ML): ignore (or assume uniform) prior
= find W s.t p(Y/X,w) max

* Maximum A Posteriori (MAP): use prior p(w)
= find W s.t p(w/X,Y) max
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Bayesian Models & Uncertainty

® From posterior p(w/X,Y) = compute predictive distribution given new input
x* (Vy): ply/x*,Y,X) = [ p(y,w/x*,Y,X)dw

P/ Y X) = [ Pyl w)p(w/X, Y )aw | = Epuimy [p(yIK",w)]

> Naturally gives a measure of uncertainty

P(?,W)m“ib) =< (J/‘?} /7170\/} ?(WJD)

( it We fit a distribution.
f g/%/a/l) S

ITRY;

0

W )W AR’
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Bayesian vs deterministic models

® Deterministic models: OPLW W,
wyiap = arg miny, p(w|D) e
® Only using wyap for the posterior:
p(w|X,Y) » d(w - whiap)
= p(ylx*, D) » p(ylx, waiar) T
Whnap
Deep NN

New - .
We fita distribution... '» M > é Point estimate
‘ 'mT Bayesian NN
8 0.6 0.9 :
W“; AD New > . Estimate
\VJ‘:&»@‘ M > % _é“ Distribution
P

=] = = E DN
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Point-wise vs distribution modeling

In binary classification, training a neural network to learn a function " (x)
(e.g. tanh) from a 1D dataset X=[-3,2], and apply Softmax to obtain probabilities.

20 —
15

1
1 0.8F
10 4 —
& 5p! B 06
g =04
T T T 5
—5F1 1 1 0.2
-10f, . RRRL S s 0.0
3 2 -1 0 1 2 3 4 x* 5 -
T x

® Point estimate through Softmax
= unjustified high confidence far from data: only model aleatoric uncertainty

e Distribution p(y/x*,Y,X) = model epistemic uncertainty, should increase far
from training data
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Bayesian Models & Uncertainty

e RECAP: for uncertainty estimate with Bayesian models
1. Define prior p(w) and likelihood p(Y /X, w)
2. Compute posterior distribution p(w/X,Y)
3. Compute predictive distribution p(y*/x*,Y,X)
® Easy? NO !l = steps 2 and 3 computationally hard in general!

> Typically no closed form for step 2
> High-dimensional integration for step 3

Posterior Beliefs

Evidence

Prior Beliefs
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Uncertainty

Bayesian Models
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Probabilistic Linear Regression

* N training examples (x;,yi)ief1;ny 5 Xi € RP, y; € RK
® Matrix notation including bias in w: ® of size N x (p+1)

Lo o xp)| o [Y=0wee] e e RV 0~ N (0,07)

- 1 x1 ... X2p e Ye¢ RNXK, b« RNx(p+1)’ W € R(p+1)xK
1 X X > d),T = (1 Xi1 X,'p)T € RIX(PH')
N1 - N,
P »yi=® wtei, yi e RPK g e RVK

* Ex: scalar inputs and outputs p=1, K =1 = & ¢ RV*? w e R?:

L n n L L L L n
20 -10 10 20 30 40 50 60
Master MVA / Robustness in Deep Learning
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Probabilistic Linear Regression

® N training examples (x;,y;) yi = ¢,-TW +¢j, with ¢; ~N(0,1)

(yi—0] w)?
T 2 T 2 1 R S,
* p(yi/xi,w) NN(q)i w,0%) or p(y; - ®; w) NN(Oaa )= N e 2
> p(yi/xi,w): likelihhod, o ~ aleatoric uncertainty
> o independent of x = homoscedastic uncertainty
o F(ﬁs\‘g)

20 -10 10 20 30 40 50 60
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Probabilistic Linear Regression

* Trained with Maximum Likelihood (ML)
» Examples assumed to be i.i.d (independent and identically distributed)

N
= p(Y/X,w,0) = Qp(yf/xi,w70)

N
» MLE: (W,8) = arg (max) p(X,Y/w,0) =argmin — Y log [p(yi/xi,w)]
w,o w,o i=1

N
* MLE solution w: W = argminC(w) = argmin ¥ (y; — ®;] w)?
w w1

= Ordinary least square problem (closed form):
» C(w) =Y = dw)|? = (Y - dw) (Y - dw), Vo, C=20" (Y - dw)
» VwC=0<= 0 dw 7Y

= (o ®) oY

N
® ML solution o: argmin[ N log(c) + ﬁ Y (yi - ®/w)?]
o i-1

=

» Closed form solution: o2 = (yi — ®/ w)? = interpretation: data std

i
=
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Limits of MLE

® Learning model to predict coin toss with MLE

N N
» Bernoulli variable X with param p: P(x|p) = [T P(xi|p) = I1 p(1 - p)* ™
i1 i1

=

N
» MLE: InP(x|p) = ¥ [xilnp+ (1-x)In(1-p)] = | pme = 5 X X
i= i=1

» MLE: predict P(X|pmie) =1 for all futures tosses!

® Using prior knowledge on p, e.g. P(p) =0.5 or P(p) =0.3 = MAP

nicolas.thome@sorbonne-universite.fr Master MVA / Robustness in Deep Learning PYVAEY)
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Bayesian Linear Regression

‘Include prior p(w) = biased posterior p(w/X,Y) (MAP)‘

e Choose Prior, e.g. p(w|a) = N(w;0,a7t/)
e Likelihood, as before: p(yi/xi,w) = N (®]w, 57) with 3 = 5=z
— Compute posterior p(w/x;,y:) o p(yi/x:,w)p(w)
» Here, prior same form as likelihood (Gaussian), i.e. Prior conjugate to likelihood

= Posterior as the same form as the prior
= Closed-form for the posterior, which is also Gaussian!

» With p(w|a) = N(w; 0,7 1) and p(yi/xi,w) = N (®]w, 871), we can show that:

p(W/X,Y) = N (w|p, )
Tl-al+80"0
ITEC) X -3

* Closed form solution for MAP (u, median < mode)
® o - 0= recover ML ; N =0 = recover prior

Master MVA / Robustness in Deep Learning 25/ 38
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Bayesian Linear Regression

Come from general results [Bishop, 2006]

® Assume that:

> p(x) = N (X, Ex)
> p(ylx) = N(y|Ax+ b, X))

® Then: p(xly) = N (X|ptyys Zxpy), with:

Ty =X +ATE A

Hxly = ZXIy[ATE;l(y -b)+ z;lﬂx]
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Bayesian Linear Regression: Posterior Sampling

® p(w/X,Y) =N (w; u,X) = we can sample from posterior
> No observation: p(w/X,Y) = p(w)
> N >1: prior biased by data likelihood
> Ex: p(wlxo,Yo) o< p(w)p(yo|xo, W)
> p(w[(x0,Y0), (x1,y1)) o< p(W|xo,yo)p(y1|x1,w) o< p(w)p(yolxo, w)p(y1|x1, w)

== |

no observations one observation two observations
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Bayesian Linear Regression: Posterior Sampling

likelihood prior/posterior data space

1 1
“‘0@ yﬂ 0 data points are observed.
1| -1
1 1 1
1 w1 y
0 0 0 1 data point is observed.
eh ; g i .
1 1 1
01 / wy y
Y i 0 2 2 data points are observed.
a4 - -1

20 data points are observed.

<
&
S
°
5

3
<
E
S
8

o
S
°

-l 0 wp !
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Bayesian Linear Regression: Posterior Sampling

Practical session: compute posterior

—— Ground Truth
@ Training points

-20
20 -15 -10 05 00 05 10 15 20

— Ground Truth
Training point:
@ Training points %

100
125

150

175

20 -15 10  -05 00 05 10 15 20 200
0 50 100 150 200

® More data points: reducing posterior (epistemic) uncertainty

® N — oo posterior uncertainty <> aleatoric uncertainty
Master MVA / Robustness in Deep Learning
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Bayesian Linear Regression: Predictive Distribution

p(w|D, a, ) = compute predictive distribution by marginalizing over w:

* p(yIx*, D, B) = [ p(ylx*,w, B)p(w|D, o, B) dw
> p(yx,w, B) = N(y; ®(x*) "w, 871): likelihood
> p(w|D,,B) = N(w; u,X): w posterior
>y loal+po’
> u=pBTe’Y
* p(y|x*,D,a,): convolution of two Gaussians = Gaussian
» Mean of predictive distribution 17 ®(x*)
> Variance of predictive distribution op.e4(x*) = % + o (x") Zd(x*)

Py, D, ) = N (y; T ®(x), % +O(x) TEB (X))
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Bayesian Linear Regression: Predictive Distribution

p(ylx*, D, e, B) = N (y; " ®(x*), % +@(x") TZd(x))

® Ohed(x*) = 5+ (") TEO(x")

B is actually our noise representation (aleatoric)

O (x*) "X d(x*) is uncertainty over parameters w (epistemic)

® 05,.4(x*) actually depends on N, o2, (x*, N)

> Jired(X*v N+ 1) < o—;zrred(X*v N)

> ,Jim ®(x*)TEd(x*) = 0: epistemic uncertainty removed by adding

data samples
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Bayesian Linear Regression: Predictive Distribution

p(}/|X*7Daa7ﬁ) :N(y;luTq)(x* 70-;2)red(x*))

02, (x) = B+ d(x) TED(x)
e ®(x*)TXd(x*) is uncertainty over parameters w (epistemic)

* Practical session: in case of 1D inputs & outputs, i.e. x; € R, X e RV*1,
X e RVl weR2, & e RV*2:

a1 7. [a+BN  B1TX
s toal+po ""(me o+ BXTX

= ®(x*)TXd(x*) Increases when x* far from training data

oyt o ZiXi
min = Nia/B
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Bayesian Linear Regression: Predictive Distribution

Practical session: predictive distribution and uncertainty

Predictive variance along x-axis

10
— Ground Truth
& Training points
— BLRPoly
. 1std.int 08
2 st int
3 st int.
06
04
02 4 — ot pred
-~ o arg min
Training area
-100 77‘ 5 75' o 72' 5 Ob 1‘5 5!(] 7!5 100
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Bayesian Linear Regression

® Note on MAP estimate:

N
WmMAP = argmin - Z IOg P(W|Xm}’m ﬁ? CY)

w n=1

N
~ argmin— " Iog p(yalxn, w, B, ) - log p(wla)

w n=1

N
=argmin g o llyn - 7 (x)|I? + %WTW
i=1

= adding a Gaussian prior with precision on weights « acts like L,
regularisation (weight decay) with \ = o/
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Bayesian Linear Regression: Predictive Distribution

Prediction distribution % likelihood at w = wyap

¢ Likelihood at w = wyap: p(y[x*, wmap) = N (y; u” ®(x*),0?))

> 02 =Cte Vx*

® Prediction distribution: p(y|x*,D,a,f) =
[ p(yIx*,w, B)p(w|D, a, B)dw = N (y; " d(x*), 02, 4(x*))
> Oned = F(X) = BT+ O(x*) TEO(x*)

= Ground Truth
@ Taining points
4 { = BLR Poly
. 1std.int

. 2std. int
2 3std. int

6

= Ground Truth
@ Taining points

4| — BLRPoly

. 1stdint

a2 std. int

3std. int

25 00 25 50

p(y[x*, wmap)
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p(y|X*7D7a7ﬂ)
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Non-Linear Regression

Linear regression: limited in many datasets
Non-linear extension by designing explicit non-linear feature maps ®

> Ex: Polynomial regression for 1D input, i.e. xj € R:

[ ]
[ )
1 x X12
1 x X2
® = 2 72
1 xn x,%,

M
X1

M
X2

M
XN

nicolas.thome@sorbonne-universite.fr
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representations
of sin(2mz)

Fit
BestFit ' 8;’2: !
t(.) 9 0 representation
sin(2mx) of sin(2mnx)

0 z 1 R
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Bayesian Polynomial Regression

® Polynomial regression for 1D input, i.e. x; € R:

2 M
1 x1 x{ ... X

2 M
1 x x5 ... X

©
[

2 M
1 xyv xy ... Xy

e Apply Bayesian linear regression in non-linear feature space ®

> Same closed-form solution for posterior and predictive distribution in ®

® Practical session: regression for f(x) = x + sin(2MNx), M =10, oo = 0.05

— Ground Truth
® Training points
—— BLR Poly
1 std. int.
2 std int

3 std. int.

00 05
nicolas.thome@sorbonne-universite.fr

Predictive variance along x-axis

Y = dw+e €=(81 sN)T,s,wN(O,az)

— o*Pred
--- garg min
Training area

20 10 05 o [
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RBF Gaussian Regression

* Gaussian regression for 1D input, i.e. x; € R, ®;(x;) = exp(—%):
®1(a) P2(xa) .. Pulx)
= Y=bw+e, ¢ ~N(0,0?)

(Dl(XN) ¢2(XN) q)M(XN)

® Apply Bayesian linear regression in non-linear feature space ®

Predictive variance along x-axis

3 06
— Ground Truth — ot Pred
® Training points ~-- g*arg min
— BLR Poly Training area
3 05
= 1stdint
2 std. int.
3 std. int.
04
03
02
-1
01 J NN
i
= 1
-10 -0.5 00 05 10 15 20 -10 -0.5 00 05 10 15 20

® Practical session: issue with localized features, epistemic uncertainty
O (x*)"Z®(x*) — 0 far from trainig data (u;)
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